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Introduction 

A 100 gigabyte (GB) storage hard drive can hold basic demographic information for all 

individuals on the planet (Jacobs, 2008). Today, 100 GB is less than 0.0001% of more than 295 

billion gigabytes of data created since 1996 (Mearian, 2011). This vast quantity of personal data 

became part of the digital revolution that transformed the U.S. economy into a data-centric 

economy. For retailers, demographic detail and other personal information provide the 

opportunity for further sales through the monetization of data (Wolken, n.d.).  

This paper begins with an exploration of online retailer Amazon’s success at the 

ownership, control and use of personal customer data to achieve data-derived business success. 

Next, this paper transitions to a broader discussion of regulating and protecting consumer data.  

Concerning Amazon, this paper reviews important contributors of Amazon’s ability to develop 

insights from consumer personal data.  Amazon’s collection of personal data provides the 

foundation for data analysis. Customer data is employed in the development of insights that 

translate to greater sales. While customer data is pivotal to providing customer-centric services, 

even a firm such as Amazon has incurred issues where availability of customer data has led to 

identity compromise for certain individuals and has demonstrated limits to even the strongest of 

information security programs. Amazon achieves its mission as a successful online retailer, in 

part due to U.S. federal and state government’s limited privacy protections. However, U.S. laws 

concerning protection of consumer information demonstrate a patchwork approach to privacy, 

and government’s need for deeper surveillance into individual privacy may involve online 

businesses’ customer data without customer notice. Ultimately, a better solution to privacy could 

be a data economy where use and exchange of personal data has greater transparency. 
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Amazon as a Regulatory Test Case 

Business Goals  

Amazon (2015) is an online retail marketplace and provider of information services and 

infrastructure as Amazon Web Services (AWS). With its innovative data analysis, Amazon has 

developed a track-record of achieving tight profit margins that rival cost-conscious retailers such 

as Wal-Mart (Mourdoukoutas, 2014). Amazon’s collection and control over its consumer data is 

also fundamental to its success. 

Amassing Data 

Amazon has 10 global marketplaces, 96 global fulfillment centers, and customers in 178 

countries (Amazon, 2013). This includes an estimated 100 million U.S. consumers (Wohlsen, 

2014). Through online marketplaces, Amazon captures and stores extraordinary amounts of 

consumer data such as name, contact and financial information. This includes Amazon 

marketplace shopping data and data from its own products such as the Amazon Silk browser.  

The Silk browser demonstrates a powerful example of how Amazon captures of 

consumer data that far exceeds basic account information. The Silk browser was developed for 

the Amazon Kindle tablet and transmits an individual’s website data through the Amazon cloud 

before an individual is connected with a particular website (Sutter, 2011). This practice 

contributes to Amazon collecting all information about an individual’s web browsing use 

(Amazon, 2013).  By collecting the full population for a customer’s browser history, Amazon 

gains intimate knowledge on a customer’s personal life. 
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Amazon’s Self-benefiting Privacy Policies  

Amazon’s privacy policy outlines that Amazon collects, uses and also shares personal 

data (Amazon, 2014). Personal data includes traditional personal information such as user 

account detail and secondarily-collected data from computer devices, software applications and 

Internet browser use. Information sharing broadly applies to business partners, advertisers and 

regulatory and law enforcement agencies. To understand the latitude of amazon’s data use, 

Amazon cloud storage customers provide Amazon the right to access, share and use a customer’s 

cloud-stored data. Amazon can scan information about the type of files stored and the content of 

the actual files (Vaughan-Nichols, 2011). The explicit example of Amazon’s right to scan 

personal cloud-stored data indicates to the possible breadth of personal data collection and 

utilization practices. 

Derived Consumer Data’s Value to Product Sales 

Amazon conducts deep analysis of customer data to sell more products and further 

identify business opportunities. Amazon’s analytics prowess may be observed in patents such as 

a programmatic software patent that makes product recommendations derived from group-

oriented recommendations (Lam, Chakrabarti, Ionkov, Kim, & Witt, 2012). Interestingly, this 

patent also relates to Amazon’s ability to successfully encourage consumers to voluntarily share 

information such as product reviews. Consumers generate published content on products that 

Amazon translates to monetized value. While Amazon makes great use of consumer data to sell 

product, customers do not necessarily fathom the breadth of Amazon data analytics (Ulanoff, 

2014). The derived data that Amazon generates may rival the importance of original 

demographics data in that the derived data explains an individual’s habits and behaviors.  
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Instances of Identity Highlight Date Privacy Concerns 

The quantity and breadth of personal information stored by Amazon should be a cause for 

concern. Considering personal information alone, Amazon’s approach to availability of personal 

information has been observed as a security vulnerability. In two publicized cases on the 

compromise of online identity, personal information held by Amazon on behalf of account 

owners lead to different types of identity compromise and loss. In one case, a software developer 

developer had his identity stolen when Amazon representatives leaked personal information as 

part of confirming account holder identity (Springer, 2016). On two separate occasions, the 

developer became of victim of identity theft due to Amazon’s insufficient identity verification 

process. The second case involved Wired magazine writer Matt Honan (Honan, 2012). In this 

case, a hacker wanting Honan’s Twitter account used social engineering to achieve full 

compromise of Honan’s online accounts. Honan’s role as a writer contributed to greater public 

awareness of data vulnerability and potentially false trust placed in companies such as Amazon 

to provide absolute protection of data.  

Amazon’s Data as a Privacy and Security Risk 

In its annual report to shareholders, Amazon documents privacy and information security 

as significant business risks that could adversely impact business (Amazon, 2015). To 

demonstrate strong security posture, Amazon’s chief information security officer Stephen 

Schmidt has publically described Amazon as having highly engaged information security 

practices with globally consistent security policies and data access restrictions to maintain 

consistent practices of confidentiality and integrity of data (McDougall, 2012). These practices 

suggest a highly secure infrastructure, but do not necessarily speak to granular data security. 
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While Amazon has focused on traditional information security, U.S. regulation has 

focused on data-related privacy and security issues. The gradient between Amazon’s publically 

acknowledged secure systems and assertive rights to use customer data are a reminder of the 

need to clearly define individual privacy and the uses of personal information. Amazon’s 

security issues with identity theft underlie the need for more comprehensive privacy laws. 

Regulation of Consumer Information 

Consumer Data Regulation Begins with Privacy 

There are two approaches to regulating personal information. One approach regulates 

information with respect to the whole person, and a second approach addresses regulation of 

certain elements of personal information such as social security number (Schwartz & Solove, 

2013). In the U.S., privacy laws and regulations follow the latter approach and are referred to as 

a sectorial approach since regulations exist by industry and issue (Swine & Ahmad, 2012). This 

sectorial approach contributes to the to privacy gaps that benefit U.S. retailers’ use of personal 

data other than where specific regulatory regimes exist. 

FTC as Consumer Data Protector 

 In the U.S., the lack of a singular regulatory authority for the protection of personal data 

created an opening for the Federal Trade Commission (FTC) to assume a role of personal data 

protector. In 2000, the FTC began outlined its initial presence by publishing a report on Fair 

Information Practices (FIPS) for online privacy (FTC, 2000). The FTC indicated that online 

businesses were responsible parties in the delivery of accurate information to consumers. The 

FTC also indicated it had the right to bring certain enforcement actions for unfair businesses 

practices. Over time, the FTC used its role to file suits against retailers such as Amazon and to 
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assess monetary penalties for certain deceptive personal information practices such as misuse of 

children’s data (FTC, 1998). The FTC is one example of a U.S. federal regulator stepping in to 

provide protection of personal information, but the FTC is limited by its legislative mandates.  

State Data Breach Laws  

There are no U.S. federal data breach protection laws. Instead, 47 states have developed 

separate laws concerning data breach and security regulations (Alexander, 2008; Swire & 

Ahmad, 2012). State attorneys-generals such as Kamala Harris of California have prioritized 

consumer personal information as a legal issue and extended the ability of individuals to achieve 

certain rights concerning private industry use of personal information (State of California, 2014).  

Using Business for Government Surveillance  

With data increasingly being controlled by private industry, the U.S. federal government 

has sought greater access to private industry repositories of personal data. The latest bill to be 

and enacted into law is the Cybersecurity Act of 2015, formerly called the Cybersecurity 

Information Sharing Act (Center for Democracy and Technology [CDT], 2015). While opposed 

for its privacy intrusion potential, this law represents the most recent effort but U.S. federal 

authorities to access personal data without the need to inform individuals. 

The Need for Security Context to Derived Personal Data  

Historically, data is a component of information security and is addressed through data 

security, protection such as encryption and privacy-related controls (Vacca, 2013). This explicit 

definition of data does not necessarily encompass derived data or related mathematic functions. 

Because the focus centers on original data rather than data and its related ecosystem, certain 

types of data such as derived data remain unsecured.  
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Modern-day large data systems known as big data do not fit historic information systems 

constructs such as relational databases or file servers (Jacobs, 2008). Private industry and 

government analyze big data to understand individuals (Kakutani, 2013). This analytic process 

addresses confidentiality of original personal data but not the derived leanings of customer data. 

As analytics continues to analyze amassed quantities of customer personal data, security and 

privacy protections should more directly address data and not solely systems hosting data. 

Conclusions 

It has been argued that consumers’ data is their respective virtual property, and this 

virtual property should be part of the economic exchange with business. According to Hettche 

(2009), the exchange of data between parties is a form of what John Locke called a “social 

contract.” Hettche interprets Locke’s classic social contract theory by defining electronic data as 

personal property. Individuals are the owners of their data and exchange data in the marketplace 

as part of economic activity. Extending this argument further, the concept of privacy indicates 

that an individual has rights to control personal information (Swire & Ahmad, 2012; Tipton & 

Krause, 2003).  The challenge is today’s abundance of data is defining the framework of 

personal information commerce and the relationship between business and individuals.  

Marketers who collaborate with retailers to understand customers and increase sales 

understand that consumers own their data (Simpson, 2014). Marketers discuss collaboration 

between consumers and business as a means to justify use of personal data. In a marketplace 

where customers own their data, the marketplace for data becomes more representative of a 

market-driven economy based on the agreed exchange of data (Hettche, 2009). From this 

perspective, derived data achieves more accurate marketplace value, and regulators are able to 
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engage private industry in more transparent discussions on the economics of personal data. 

Regulators also have better control due to transparency of business data practices. 
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